FPMXXXX
Fingprint Module User's Guide

Ver: V1.1.10
Date: 2020.09.11

Model: FPMXXXX



V1.1.10-2020.09.11

Table of Contents

1.

DV BTV L W etteteeietitttee e e et e e eettteeeeeeeeesttaraeeeeeeaaasssasaaaeeeseasasssssaaaaaaaesassssssssaaaaeeseasasssssasaaeeessasssssssrneeeessananes 4
L. 1. TeChNICAL SUDDOT L uttttetiiiiietiiiitte ettt e ettt e ettt e s ettt e e sttt e e e s sttt e e s eabaeeessnnseeeeennsbeeesaaseeeeanns 5
| (N o) o B T R o o) s N L 1) 6 1 RO SRR PPPUR 5
Main Technical SpPeCITiCaliOnS i iiieiiiiiieeeiiieeeeiiteeeesiteeeeesrreeeeesstreeeessssseeeesssseeesesssseeeenssseeens 6
Har AWaT e T O  F A @ e eeuriieeeeieee et e e e et e e e e e e e e taa e e e eeeaaeeeeeetaeeeeeenaaeeeeenseeens 7
3.1. Module External Interface Definition...ccccooooiiimmroiiiiiiieeeeeieeciieeeeeeeeeeeereeeee e e e e enneees 7
T/ ol < W I ) 0 Yo Y PO OO ST SPPPPRIP 7
3. 3. POWET 0N/ RESET DO LAY cittiiiiieiitiee ettt e e e et e e et e et e e eta e e etaeeetaeeeteeesareeeeareeenaseeens 7
011111110 gl er N o) s Nl 20 o ) o 1o 1 IUURUR P 8
4.1. Link Layer Description (UART) ceeeciooieoiiioieooieeeeeeeeeeee et e eee e eveeeaeeeaeeeeveeeneeereesnneenneea 8
4.2. Application Layer DeSCriPltioN. . iiieeeiiiieeenirieeeesireeeesssrreeessssseeesssssseeesessseeeanns 9
COMMANG SET SUIMMAT Y eeurrrrrerereeeeeieiiiirerereeeeeeeieertreeereeeeeeaiirreseeeseeeeaiassssaseseseesemsersrsssseseseeesssisressseeens 11
ST R 0763111117 s 16 B DL TCT e ol 1 0 1 5 ) 4 OO PO PSP PPPRRPPPPPPRN: 13
5.2. FINgerprint COMMANAS : . e ettt imiittteee et e ettt e e e e e e e ettt et e e e e e sesabebteeeeeeeesaaanbbeeeeeeeesannans 13
5. 3. FIngerprint ENrol Iment e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaeaeaeaens 14
5.4. Query Enrollment ReSULTL it e et e e e e e e e e arree e e e e e e eennnananeeeaeeeannnes 14
5.5. Save Fingerprint Template it e e e e e e esanereeeeeeeeeeennnnreeeeeeesennnns 16
5. 6. QUETY SAVE RESULT :tttiiiiiiieieiiiiie ettt e ettt e e ettt e e e et eeeesareeeeesssaaeesestaeeeeasseeeesnssseeessnssneeeans 16
5.7. Cancel Enrollment or MatChing oo e e e e e eiaaee e 17
5.8. Update Stored Template (SeIf—Learning) i e eceoeieoieeeeeereereeeeeessessesseeseereeseeseeseenns 17
5.9. Query Template Update ReSULT: e ettt e e e e e e e rrree e e e e e e e eenaraneeeeeeeeeanes 18
5. 10, AULO ENTOLIMENT t tttiiiiiiiiieeiitee ettt ettt e e ettt e e st e e s sttt e e ssabteeeessabbeeessnntaeeeanns 18
5. 11. FINGerprint MatChing . e oeeeeeiiieeeiiiiee e ettt e e et eeeesreeeeesrreeeseetaeeeessaeeeeessnseeeesssneeeanns 19
5.12. QUETY MAatChing RESUL T iitiiooiiiiiiiiiiee et e ettt e et ee e e st e e e etre e e e e etaeeeessaaeeeesnssaeeeenssaeeeanns 19
5.13. Fingerprint Matching (SYNChTONOUS) :eiiiieiioviioieiicieeeeie ettt 20
5.14. Clear Fingerprint Template e eeiieeeesree e e etaeeessnaeeeessnaseeessnsneeeenns 21
5. 15, QUETY Clear ReSULL: ittt ettt e e ettt e e e et e e e e ataee e e e aaeeeeesaasaeeeessaeaeanns 22
5.16. Query Fingerprint ID EXISTENCE 1t e e e e e e e e e e e e e e e e e e e 22
5.17. Query Template STOTage MaAD: cccvcceeocieeeiiiieeeesieeeeeiieeeeesrteeeeeetaeeeessaeeeesssnseeesessseeeanns 23
5.18. QUETY FIiNGETr PreSEICe & ciiiiiiiieiiiiiiiiei ettt e e e ettt e e e e e s e s nnrreeeeeesessssnssnaeeeeeesennnns 23
5.19. Clear Fingerprint Template (SYNChTONOUS) : .iovevvioveoiiiiiiiiiiiecieeeeee e 24
5.20. Enrollment Contirmation: oo eiiieeiiieieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeaaeesaseeasasesaessasanns 25
5.21. Query Enrollment Confirmation ReSULT : coocorriiiiiiiii e e e e eneees 25
5.22. Download Template TNTO : ettt e e st e e e s sabree e s sitaeeeenas 26
5.23. Download Template DAL 1 ceeecoiiiiiieeee et e e e e e e e e arre e e e e e e e e enenaraaeeeaeeeennnns 26
5.24. Upload Template TNTO &t est e e e et e e e et e e e s setaeeeessaeeeesnnnsaeessnssaeeeanns 26
5.25. Upload Template Data i cccccciceeiiieeiiieeiieecieeesiee e iee e st e eeiveeetae e e aaeesaaaeesssaeessseeesnseeenneas 27
5.26. Set Password COMMANG : eocveeeeiiiiieeeiiiieeeesitieeeeesireeeesereeeeesraeeesestaeeeessseeeesssnnaeessnsseeesanns 27
5.27. Reset Fingerprint Module ettt et e e e e e 28
5.28. Get Fingerprint Template COUNT ettt e e e e eiiee e e e e e e e 28
oA B € 1o A €7 1 o ST 29




V1.1.10-2020.09.11

5.30. Get Matching Threshold: ettt e e e e e e 29
D. 31, SEt SLEEP MOGE atiiiiiiiiiieiiee ettt ettt e e et e e s ettt e e s st e e e e bt e e e e sntaeeeena 30
5.32. Set Enrollment Stitch Count: et sieree e 30
5.33. Set LED CONTrol IO coeeeeeieeeie ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaeeeeeaeeenns 30
5. 34, Get SYSTEM POliCY i tttiiiiiiiieiiiie ettt et e erteeeite e s teeesbeeestaeeessbeeesseeesseesssaeessseeessseeensseeenssens 31
D, 30, St SYSTOM POl dCy i ittt e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaens 32
5.36. Get Fingerprint Module Dttt et e e e e e 32
5.37. Heartbeat COMMANG: ..cccooiirirrieeieeieiiiiieeeeeeeeeercrreeeeeeeeesetarrareeeaeesesssnnesraseeseesassssnssrseeeseesannnes 33
5. 38, Set BaAUd RATE ittt e e e e et e e e e e e e s aeraa e e e e e e e e e nnnaraaaeeaeeaaanns 33
5.39. Set CommuNication PaSSWOTd ittt e e et e e e e e e e 34
TN 6) 0 1<) 1 1 GRS 35
6. 1. Error Code Definition Table et e e e e e eee e 35
6. 2. PoWer—0n Operation FlOW: et e e e e e et e e e e e s e nennreeeeeeseesennnnneeaeeeens 36
S TR D) s N e N A 1T o B o L e TP 37
6.4, Verification FLoW: e 38
(T T 1SR = e s Nl Ko TSRO PRRR 39
6. 6. Checksum Function Code EXampPle: . iiiiiieeiiieeeeiiieeeeeieeeeesireeeeesrreeeeesereeesesneeeas 40
6.7. Reset Function (Single—Supply ModULe) it 40
6. 8. Self—Learning FUNCTION: ettt e st e et e e e e e e e saae e e e esanbeeeeesnaeeeennsseeens 40
I LS TR ) o U 5 7031 ¥ 2 41




V1.1.10-2020.09.11

1. Overview

The FPMxxx—xx series fingerprint module is a stable mass—production

product launched by Shenzhen iSUN Technology Co., Ltd. in 2015.

The FPMxxx—xx series fingerprint module provides complete fingerprint

processing capability, performing fingerprint enrollment, image

processing, fingerprint matching, and fingerprint template storage

without host computer intervention. Compared with similar fingerprint

products, it features the following:

Highly integrated module with smaller size and lower power consumption.

Uses self-developed fingerprint recognition algorithm and chip, with all
performance metrics exceeding comparable products.

The fingerprint recognition algorithm supports template stitching to
improve user experience.

Fingerprint templates are stored inside the algorithm chip,

preventing brute—force attacks and enhancing product security.
Anti—fog, dust-proof, and tamper-resistant; effectively mitigates

ESD, improves image capture quality, and increases durability.

The sensor surface color can be customized per customer requirements.
Equipped with touch wake—up and effective spoof detection against
plastic, silicone, rubber fingers, fingerprint molds, and finger
cots.

Simple structure and modular design improve stability and

consistency, facilitating large—scale mass production.

Open interface code and command set enable modular secondary development,
reducing customer development effort.

Proprietary IP technology provides efficient and flexible
secondary development support, fully meeting customer needs

without IP disputes.
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1. 1. Technical Support

ISUN has a complete technical team of fingerprint industry professionals,
providing solid technical support and after—-sales service for customer

development.

1. 2. Application Scope

The FPMxxx-xx series fingerprint module is widely applicable to various
fingerprint recognition systems, such as:

% Security: fingerprint door locks, safes, gun cases, finance, etc. ;

s Identity: access control, industrial PCs, POS terminals, driver
training, attendance, etc. ;

’

« Management: private clubs, management software, licensing, etc. ;

’

Customers can develop corresponding fingerprint recognition applications
based on the technical documentation in this manual.
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2. Main Technical Specifications

Please refer to the specification sheet of each module model.
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3. Hardware Interface

3. 1. Module External Interface Definition

Please refer to the specification sheet of each module model.

3. 2. Serial Protocol

Half-duplex asynchronous UART communication, default baud rate 115200 bps.
The frame format is 10 bits: one low—level start bit, 8 data bits (LSB first), and
one stop bit, with no parity bit.

Start Stop

1 NC0 D0 X D1 X D2 X D3 X D4 X D5 X D6 X DT S|

10 bit frame format |

Figure 1. Serial Protocol Diagram

3. 3. Power-on/Reset Delay

After power—on, the module requires approximately 200 ms for initialization. During
this period, the module cannot respond to host commands.
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4. Communication Protocol

The communication protocol defines the rules for data exchange between the FPMxxx-xx series module and the host
computer. The hardware uses a UART interface; the software implementation follows the protocol and command set
below.This protocol has a two-layer structure: application layer and link layer. The application layer defines specific
functions; the link layer handles data transmission. Multi-byte fields (2 or 4 bytes) defined in the protocol use

little-endian byte order with the high byte first and low byte last (e.g., 0x12345678 is transmitted as 0x12 0x34 0x56 0x78,
not 0x78 0x56 0x34 0x12).

Application Layer

Link Layer
(IIC/UART)

4.1. Link Layer Description (UART)

The UART link layer operates in half-duplex point—to—point mode. All commands
must be initiated by the host and responded to by the fingerprint module. UART

data frame format:

Format Frame Header App Layer Data Header Checksum App Layer Data
Length
Length (bytes) 8 2 1 7+N

Figure 2. UART Data Frame Fonmt Table

Note:
Frame Header: UART start delimiter. Fixed at OxF1 1F E2 2E B6 6B A8 8A for
both host-to—module and module-to—host transmissions;
App Layer Data Length: the actual length of application—layer data, excluding
the frame header, length field, and header checksum;

Header Checksum: checksum of frame header + app layer data length, used to
verify data length integrity.
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Application Layer Description

The application layer uses a request/response protocol. All commands are
initiated by the host and responded to by the fingerprint module, as shown

below:

HOST FP module

Rerpiest >

Repor=e

Figure 3. Request/Response Diagram

For ease of host development, the application layer uses fixed—length frames
and a sum checksum to ensure data integrity. In practice, the checksum password
can be modified to encrypt data and prevent third-party interception. (Note: the
checksum password takes effect immediately; keep it safe. If lost, the module
must be returned to the factory for initialization.)

Per the application layer protocol, two formats are described below: request

command (host transmission) and response (module reply).

Data Transmission:

Format Checksum Command Data Checksum
Password
Length (Byte) 4 2 N(0~n) 1

Figure 4. Data Transmission Table
Note:

Total transmit packet length: (7+N) bytes. Packet length varies by command,

but each instruction has a fixed length.
Checksum Password: secures data transmission. Default is 0x00000000 and can be
changed via an application—layer command.
Command :
Data Content: the actual payload to transmit.

Checksum: sum checksum, byte-wise operation. (See appendix

for checksum details.) Response:

Format Checkeum Password |Response command| Error code Data Checksum

Length (Byte) 4 2 4 N(0"n) 1
Figure 5. Response Table
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Note:
Total receive packet length: (11+N) bytes. Packet length varies by command,

but each instruction has a fixed length.

Checksum Password: secures data transmission. Default is 0x00000000 and can be
changed via an application—layer command.

Response Command: corresponds to the command field sent by the host, indicating the
command being acknowledged.

Error Code: returns the execution result of the command. 0x00000000 indicates
no error; others refer to the error code definition table. Data Content: the
response result.

Checksum: sum checksum, byte-wise operation. (See appendix for checksum details.)

10
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5. Command Set Summary

Host Fingerprint Module
Comma Data Data
d Sub-command| CMD1 | CMD2 ACK1 | ACK2 Error Code
n (Len) (Len)
Type
OK: 0x00000000
Fingerprint 0x01 | ox11 1 0x01 Ox11 Error: returns error code 0
Enroliment
Query OK: 0x00000000
Enrollment 0x01 0x12 0 0x01 0x12 Error: returns error code 3
Result
OK: 0x00000000
Save Fingerprint 0x01 | ox13 2 0x01 0x13 Error: returns error code 0
Query Save OK: 0x00000000
Result 0x01 | Ox14 0 0x01 Ox14 [Error: returns error code 0
Cancel OK: 0x00000000
Enrollment 0x01 | 0x15 0 0x01 0x15 Error: returns error code 0
Update Stored OK: 0x00000000
Fingerprint Template 0x01 | Ox16 2 0x01 0x16 Error: returns error code 0
Query Template OK: 0x00000000
Update 0x01 | ox17 0 0x01 ox17 Error: returns error code 0
Result
Auto OK: 0x00000000
Enrollment 0x01 | 0x18 4 0x01 0x18 [Error: returns error code 4
Fingerprint OK: 0x00000000
Matching 0x01 | Ox21 0 0x01 0x21 [Error: returns error code 0
Query Matching OK: 0x00000000
Result 0x01 | Ox22 0 0x01 0x22 [Error: returns error code 6
Fingerprint OK: 0x00000000
Matching 0x01 | 0x23 0 0x01 0x23 Error: returns error code 6
(Synchronous)
Clear OK: 0x00000000
Fingerprint 0x01 | O0x31 N 0x01 0x31 0
Template Error: returns error
code

11
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Query OK: 0x00000000
Fingerprint Error: returns error code
Clear Result | 0X01 | 0x32 0x01 | 0x32 0
Query OK: 0x00000000
Fingerprint ID Error: returns error code
Exist 0x01 | 0x33 0x01 | 0x33 3
Present
Query Template OK: 0x00000000
Storage Map Error: returns error code
0x01 | 0x34 0x01 | 0x34 66
Query Finger OK: 0x00000000
Presence Error: returns error code
0x01 | 0x35 0x01 0x35 1
Clear Template OK: 0x00000000
Error: returns error code
( 0x01 | 0x36 0x01 0x36 0
Sync)
Enroliment OK: 0x00000000
Confirmation Error: returns error code
0x01 | 0x41 0x01 | Ox41 0
Query OK: 0x00000000
Enrollment Error: returns error code
Confirm 0x01 | 0x42 0x01 0x42 6
Result
Download OK: 0x00000000
Template Info Error: returns error code
P 0x01 | 0x51 0x01 | 0x51 0
Download OK: 0x00000000
Template Data Error: returns error code
P 0x01 | 0x52 0x01 | 0xb2 0
Upload OK: 0x00000000
Template Info Error: returns error code
P 0x01 | 0x53 0x01 | 0x53 2
Upload OK: 0x00000000
Template Data Error: returns error code
P 0x01 | 0x54 0x01 | 0x53 N
Set Password OK: 0x00000000
0x02 | 0x01 0x02 0x01 [Error: returns error code 0
Reset Module OK: 0x00000000
0x02 | 0x02 0x02 0x02 Error: returns error code 0
SyStem Get Template OK: 0x00000000
Count 0x02 | 0x03 0x02 0x03 Error: returns error code 2
Get Gain OK: 0x00000000
0x02 | 0x09 0x02 0x09 Error: returns error code 3

12
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Get Matching OK: 0x00000000
Threshold 0x02 | 0x0B 0 0x02 0xOB [Error: returns error code 2
Sleep Mode OK: 0x00000000

0x02 | 0x0C 1 0x02 0x0C [Error: returns error code 0
Set Max OK: 0x00000000
Enrollment 0x02 | 0x0D 1 0x02 0x0D Error: returns error code 0
Count
Set LED OK: 0x00000000
Control Info 0x02 | 0xOF 5 0x02 0x0F Error: returns error code 0
Get System OK: 0x00000000
Policy 0x02 | 0xFB 0 0x02 OxFB [Error: returns error code 4
Set System OK: 0x00000000
Policy 0x02 | 0xFC 4 0x02 O0xFC [Error: returns error code 0
Read ID OK: 0x00000000

0x03 | 0x01 0 0x03 0x01 Error: returns error code 16
Heartbeat OK: 0x00000000

0x03 0x03 0 0x03 0x03 Error: returns error code 0

Maintenance

Set Baud Rate OK: 0x00000000

0X03 OX04 4 OX03 0X04 Error: returns error code O
Set OK: 0x00000000
Communication| y03 | 0x05 4 0x03 0x05 [Error: returns error code 0
Password

Figure 6. Comend Set Sumary Table
Command Description:

The FPMxxx—xx command set is optimized for usage scenarios. Customers only
need simple integration to support fingerprint recognition in various

applications.

Fingerprint Commands:
Covers core functions: fingerprint enrollment, matching, and template
deletion. If the host uses a different fingerprint algorithm, the fingerprint

image capture function can be used to acquire images.

All examples below use the default checksum password 0x00000000. After
changing the password via the password command, the new password and checksum

must be used.

13
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5.3. Fingerprint Enrollment

Transmit Packet Format (Byte):

REG IDX indicates the press count during enrollment, starting from 0x01. The response only confirms the
command has been received by the module, not that enrollment succeeded. Enrollment success is determined by
querying the enrollment result: when PROC exceeds 100, enrollment is complete. This is template stitching
consistent with smart phone fingerprint enrollment. Users are advised to move the finger slightly between
presses for better unlock experience. See the operation flow section for details. Recommendation: REG IDX
starts at 0x01 and increments to 0x06 (max 6 presses). If PROC is still not above 100 after 6 presses,
continue increase REG IDX as needed. Note: if REG IDX reaches the maximum but PROC is still below 100, the
template can still be saved, but it will be incomplete with poor user experience. Command 0x11 (enrollment)
must be used together with command 0x12 (query enrollment result)

Checksum Password CMD1 CMD2 REG_IDX Checksum
0x00 0x00 0x00 0x00 0x01 0x11 0x01 0xED
Transmit Packet Example:
Dat. Header REG  [Checksum
Press Frame Header are Checksum Checksum Password Command
Count (Len) _IDX
Ist Fl | 1F | E2 | 2 | B6 | 6B | AS | sn | 00 | 08 85 00 | oo | 00 | 00 | o1 | 1 01 ED
2nd | 1r | B2 | 22 | B | es | as | s | oo | o8 85 0 | o0 [ 00 | 00 [ o1 | 11 02 EC
3rd | 1r | B2 | 22 | Be | es | as | s | oo | o8 85 0 | o0 [ 00 | 00 [ o1 | 11 03 EB
4th | 1r | B2 | 22 | Be | es | as | s | oo | o8 85 0 | o0 [ 00 | 00 [ o1 | 11 04 EA
5th Fio| 1 | B2 | 22 | B | 6B | as | s | oo | o8 85 00 | oo | 00 | 00 | or | 1 05 E9
6th Fio| 1 | B2 | 2 | Be | 6B | As | s | oo | o8 85 00 | oo [ 00 | 00 | or | 1 06 ES

Figure 7. Enrollment Transmit Packet Format Table

Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x11 | 0x00 | 0x00 | 0x00 | 0x00 |  OxEE

Response Packet Example:

Success (identical for all 6 presses):

Frame Header iati gssg:srum Checksum Password Command Error Code C}l;ec
en su
m
Pl o [ r2 |2 [ me [ e8| as | 8 [ oo | o8| s 00 [ 00 [ 00 [ oo [or [ 1t [ oo ] oo ] 00 00 |

Failure (system busy or other error code):

Data Header Checksum

Frame Header (Len) IChecksum Checksum Password Command Error Code

Fio | or | ez | 28 [ e [ s | as [ sa [ oo [oB [ s2 | oo | oo | 0o [ 00 | ot [ 11 [ 00| 00|00 0s]| m

5.4. Query Enrollment Result
Transmit Packet Format (Byte):
Transmit Packet Example:
Data (Len) Header Checksum IChecksum

Frame Header Checksum Password Command

fi]r 2 |2 e [ e8| a8 oo [or 86 00 [ 00 [ o0 [ oo 01 12 ED

Figure 8. Query Enrollment Result Transmit Packet Format Table

Response Packet Format (Byte):
When enrollment is incomplete, returns the actual ID and PROC < 100:

Checksum Password (4 Byte) CMD1 | CMD2 Completion Code IDH | ID L | PROC |Checksum

0x00 0x00 | 0x00 | 0x00 | 0x01 0x12 0x00 | 0x00 | 0x00 | 0x00 0x00 0x01 | Ox14 0xD8

14
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Response Packet Example:
Success (ID1 PROC16) :

Data Frame ID_H [ID_L [PROC [Checksum
Frame Header Checksum Command Error Code
(Len) Header!| 7 q
Check aSSwoTI
F1 | 1F [ B2 |28 [ e [ e8| as [ sa ] oo [ oe [ 7 [ oo | oo ] oo [oo | or [ 1z] o0 00 oo oo oo or]10] e
Success (ID1 PROC32) :
Data  |[Header I | Ip | PR [Checksum
Frame Header IChecksum Checksum Command Error Code
(Len) Password i L ot
F1 ] o [ ez [oe [ me [ e [ a8 [ 8a [ oo Joe [ 7 | oof oo | oo [ oo | o1 |1z ] oo 0o ] oo] oo oo o]z ]| cc
Figure 9. Query Enrollment Result — Incamplete Response Packet Format Table
Failure (no finger detected, timeout exit, etc.):
Data Header ID_H |ID_L [PROC [Checksum
Frame Header (Len) IChecksum Checksum Command Error Code
en Password
P | 1p [ e2 [ 28 [ Be | 6B [ a8 [ 8a [ oo [ o | 7¢ | oo] oo [ oo | 0o | or [ 12 ] 00 [ 0o [ oo ] o8 oo oo 00| &5

When enrollment is complete, returns the actual ID (the smallest unused ID) and PROC = 100

(Checksum Password (4 Byte) CMDL | CMD2 Completion Code IDH| ID L | PROC |Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x12 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x64 | 088
Response Packet Example:
Success (ID1 PROC100) :
Data Frame ID_H [ID_L [PROC [Checksum
Frame Header (Len) Header, Checksum Command Error Code
Check Password
Fi | 1F [ B2 [ 28 [ B6 | e [ a8 [ 8a oo | or | 7 | oo | oo ] oo ] 0o | ot [12] 00 [oo] 0o] oo oo o1 [6a | 88

Success (ID2 PROC100) :

Frame Header pata Eszglfsrum Checksum Command Error Code fD_H [D_L PROC (Checksum
(e Password
P | 1p | E2 [ 2 [ Be | eB [ a8 [ 8a | 00 | oE F 00] 00 [ 0o | oo | or | 12 ] 00 ] 0o 0o oo ] 0o 02/ es &7

Figure10. QueryEnrolimentResult—CompleteResponse Padket Format Table

Enrollment Result Error Codes

No. |Error Code [Description Suggested Action
1 0x00000000|0K Current enrollment step complete; check enrollment progress
2 0x00000003|Invalid command field Check the enrollment start command and resend it.
3 0x00000004(System busy System is executing another command; wait briefly and query again.
4 0x00000005[Result queried without sending the Resend the enrollment command, starting from press count 1.
corresponding request
5 0x00000006(System software error Template data may be too large during stitching; re-enroll this step.
6 0x00000007Hardware error SPI communication may have failed; retry several times. If the issue
persists, contact us.
7 0x00000008|No finger press detected, timed out  [Timeout is currently 10 s. If no finger is detected within 10 s, re-enroll
this step.
8 0x00000009Fingerprint extraction error, possible [Indicate extraction error, possibly poor image quality. Re-enroll this
cause: poor image quality step.
9 0x0000000 (Storage full Indicate storage full. Delete unneeded fingerprints and re-enroll.
B
10 0x0000000 [Storage write failed Indicate storage write failure. Diagnose and re-enroll.
C
11 0x0000000 [Storage read failed Indicate storage read failure. Diagnose and re-enroll.
D
12 I0x0000000E|Captured fingerprint image quality is  |Indicate poor image quality. Finger pressure may be too heavy/light or
poor finger too moist; re-enroll.
13 I0x0000000F Duplicate fingerprint template Indicate duplicate template; this fingerprint is already enrolled. Enroll a
new one.
14 I0x00000010(Capture area too small Indicate small capture area. Pressure may be too light or finger too
moist; enroll a new one.

15
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15 0x00000011|Movement range too large

Indicate finger movement too large. Re-enroll this step.

16 0x00000012|Movement range too small

Indicate finger movement too small. Re-enroll this step.

17 0x00000015|Forced exit

Resend the enrollment start command.

18 I0x0O00000FF|Other error

Rarely occurs. If it does, try re-enrolling; if it recurs, contact us.

Figure 11. Enrollment Result Error Code Table

5.5. Save Fingerprint Template
Transmit Packet Format (Byte):

Thesave ID can be spedified. Command 0x13 (save template) must be used together with command 0x14 (query save result).

Checksum Password CMD1 CMD2 ID H
0x00 0x00 0x00 0x00 0x01 0x13 0x00
ID L Checksum
0x01 0xEB
Transmit Packet Example:
Data Header i 1D [Checksum
Frame Header (Len) Checksum Checksum Password Command N L
Pl | 1F | ez [ 26 | B | es | a8 [ 8 | o0 | o9 84 00 [ oo [ oo [ oo | oo [ 13 ] 00 | o EB

Response Packet Format (Byte)

Figure 12. Save Template Transmit Packet Format Table

Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x13 | 0x00 | 0x00 [ 0x00 | 0x00 | OxEC
Response Packet Example:
Data Header Checksum
Frame Header (Len) Checksum Checksum Password Command Error Code
Fi | 1F [ k2 | 2 [ B6 [ 68 | a3 [ 8 | oo ] oB | 8 [ oo ] oo oo oo [0 | 13] 0000 o0] o0 EC

Figure 13. Save Tenplate Response Packet Format Table

5.6. Query Save Result:
Transmit Packet Format (Byte):
Transmit Packet Example:

Frane Header ?Lae t; Sszg:srum Checksum Password Command e
Pl ] o [ g2 | e [ e | e8 [ a8 | s | oo | o7 86 0 | oo | oo | o0 [ oo | 14 FB

Figure 14. Query Save Result Transmit Packet Format Table

Response Packet Format (Byte):

On success, the returned ID is the saved ID. Error code OxOF indicates a duplicate ID (duplicate ID transmitted

high-
byte-first, low-byte-last).
Checksum Password CMD1 | CMD2 Completion Code ID H ID L |[Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | Ox14 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 | 0x01 | o0xEA
Response Example — Success:
Data Frame 1D ID  [Checksum
Frame Header Checksum Command Error Code
(Len) Header Password = L
Check
Pt [ 1F [ 2 |28 [ B6 |8 [ as [ sa oo [ oo | 80 | oo | oo | 00| oo o1 | 14000000 o00] oo 01 EA
Failure (duplicate fingerprint, ID is the duplicate ID):
Data Header i D [Checksum
Frame Header IChecksum Checksum Command Error Code " L
(Len) Password - -
FiL | 1P [ B2 [ 28 [ 86 [ 68 | a8 | 8a| oo [ oo [ 80 | oo oo [ oo [ 0o | o1 [ 14 00 ] 0000 oF | 00 00 DC

Fgurel5. Query Save Result = Response Packet Format Table
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Save Result Error Codes

No. Error Code Description Suggested Action
1 0x00000000 0K Save successful
2 0x00000004 System busy System is executing another command; wait briefly and query again.
3 0x00000005 Result queried without sending the corresponding | Send the save command first, then query the result; re-save and

request query again.
4 0x00000006 System software error Indicate system software error. Re—save.
5 0x00000007 Hardware error The save ID may exceed the maximum storable value. Re-save.
6 0x00000009 Fingerprint extraction error, possible cause: Indicate extraction error. Re—enroll and save.

poor image quality
7 0x0000000C Storage write failed Indicate storage write failure. Diagnose and re—save.
8 0x0000000D Storage read failed Indicate storage read failure. Diagnose and re—query save result.
9 0x0000000B Storage full Indicate storage full. Delete unneeded fingerprints and re—save.
10 0x0000000E Captured fingerprint image quality is poor Indicate poor captured image quality. Re—enroll and save.
11 0x0000000F Duplicate fingerprint template Indicate duplicate template; this fingerprint is already enrolled.
12 0x000000FF Other error Enrollment may have been forcibly stopped; re—save.

Figure 16. Save Result Error Code Table

5.7. Cancel Enrollment or Matching :
Transmit Packet Format (Byte):

Checksum Password CMD1 CMD2 Checksum
0x00 0x00 | 0x00 | 0x00 0x01 0x15 0xEA
Transmit Packet Example:
Data Header Checksum
Frame Header (Len) Checksum Checksum Password Command
F1|1F|E2|2E|BG|GB|A8|8A oo|o7 86 oo|oo|oo|oo o1|15 EA
Figure 17. Cancel Enrollment Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x15 | 0x00 | 0x00 | 0x00 | 0x00 0xEA
Response Packet Example:
Data Header Checksum
Frame Header (Len) Checksum Checksum Password Command Error Code
FL | 1F [ b2 [ 28 [ B6 | eB ]| a8 [ 8a | oo [ o8B | 8 [ oo ] oo ] oo ] oo | or | 15| 00 00 00 00 EA

Figure 18, Cancel Enrollment

5.8. Update Stored Template (Self-Learning) :

Transmit Packet Format (Byte):
ID is the template ID to update. Self-learning requires this command: send it after each successful match to update the template,
Command 0x16 (update template) must be used together with command 0x17 (query template update result).

Response Packet Fonmt Table

Checksum Password (4 Byte) CMD1 CMD2 ID_H ID_L Checksum
0x00 0x00 0x00 0x00 0x01 0x16 0x00 0x00 OxE9
Transmit Packet Example:
Data Header i) 1D [Checksum
Frame Header Checksum Checksum Password Command
(Len) H L
Fl | IF | E2 | %8 | B6 | 6B | A8 | sA | 00 | 09 84 00 | 00 | 00 | 00 | o1 | 16 | oo | 00 E9
Figure 19. Update Template Transmit Packet Format Table
Response Packet Format (Byte):
[Completion Code (4 Byt
Checksum Password (4 Byte) VD1 CMD2 ompletion Code (4 Byte) Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x16 | 0x00 | 0x00 | 0x00 | 0x00 | OxE
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Data Header Checksum
Frame Header Checksum Checksum Command Error Code
(Len) P d
asswor
Pl ur [ ez |28 [ me [ e | as [ sa | oo [ o8 | s2 | oo oo [ 0o [ 00 | o1 | 16 ] 00 | oo | 0o | o0 | k9
Figure 20. Update Terplate Response Packet Format Table
5.9. Query Template Update Result:
Transmit Packet Format (Byte):
Checksum Password CMD1 CMD2 Checksum
0x00 0x00 0x00 0x00 0x01 0x17 0xE8
Transmit Packet Example:
Data Header Checksum
Frame Header (Len) Checksum Checksum Password Command
Pl | o [ 2 | o2e [ e | e [ a8 [ s [ o0 | o7 86 00 [ oo [ oo | 00 [ o | w7 E8
Figure 21. Query Template Update Result Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password (4 Byte) o1 a2 [Completion Code (4 Byte) Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x17 | 0x00 | 0x00 | 0x00 | 0x00 | OxES
Response Packet Example:
Frame Header Data (Len) [Header Checksum Password  |[Comman [Error Code (Checksum
Checksum d
FL | 1F | B2 | 26 | B6 | 6B | A8 | sn | 00 | OB 82 o 00 | 00 | 00 | or| 17 | 00 | 00 | 00 | 00 E8
0

5.10. Auto Enrollment:

Figure 22. Query Template Update Result Response Packet Format Table

Transmit Packet Format (Byte):

By passing the total press count and fingerprint ID, the module automatically performs image capture,
extraction, stitching, and saving. Command response timeout is 10 s. The wait-finger flag controls whether
to wait for finger lift after each press: 1 = wait for finger lift before the next press, 0 = do not detect
finger 1ift and continue enrolling until progress reaches 100. Press count can be set from 1 to 6. The user

can specify the enrollment ID (an existing ID can be specified and overwritten); if ID is OxFFFF, the
system automatically assigns an unused ID.

Wait Press
Checksum Password CMD1 | CMD2 ) IDH | ID L Checksum
Finge | Count
r
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x18 | 0x00 | 0x03 | OxFF | OXFF 0xE6
Transmit Packet Example:
Frame Header Data (Len) [Header IChecksum Password  [Command ait Press ID_H ID_L Checksum
Checksum Finger Count
Fi | r [ e2 [ oe [ me [ e [ as [ sa oo [ o8| s2 [oo oo oo]oo] o [us] oo 03 F F 6

Response Packet Format (Byte):

On success, returns the fingerprint ID. The response is returned in multiple packets: one after each capture,
the result is returned first then the module waits for finger 1lift; one
final response after saving. In the response, *count’ is the current capture number; OxFF indicates the save
response. If the transmit ID was OxFFFF, the response ID is the smallest available ID; otherwise it is the user—
specified ID. Progress is the enrollment progress, max 100.

and when the wait—finger flag is 1,

Checksum Password CMD1 [Completion Code (4 byte)

Count

ID_H

ID_L Progress

Checksum

0x00 | 0x00 | 0x00 | 0x00 | 0x01

0x00 | 0x00 | 0x00 | 0x00

0x01

0x00

0x00

0x21 0xC5

18




V1.1.10-2020.09.11

Response Packet Example:
Frame Header Data (Len) [Header Checksum Password |Command |Error Code Count [ID_H [ID_L Progress IChecksum
Checksum
FL | 1F [ B2 | 26 [B6| 6B|AS| 8a| 00 |oF| 76 | o00|oof oo o0o| or | 18[00 0o oofoof or | 00| o0 21 5
FL | 1F [ B2 | 26 [B6| 6B|AS| 8a| 00 |oF| 76 | o0|oof oo o0o| or | 18[00 0o oofoof o2 | 00| o0 12 A3
F1 | 1F [ B2 | 28 |B6|6B|as| sa|oo|oFr| 76 |oo|oo|oo| oo | o1 [ 18] 00| 00| 00 00| 03 | 00 | o0 64 80
FL | 1F [ B2 | 26 [B6| 68| AS| 8a| 00 |oF| 76 | o00|oof oo 00| or | 18] 00| 0o oofoof FF | 00| o0 64 84
5.11. Fingerprint Matching
Transmit Packet Format (Byte):
Command 0x21 (matching) must be used together with command 0x22 (query matching result):
Checksum Password CMD1 CMD2 Checksum
0x00 | ox00 | o0x00 | 0x00 0x01 0x21 0xDE
Transmit Packet Example:
Frame Header Data (Len) Header IChecksum Password ICommand Checksum
IChecksum
i | w [ ez [ 2 [ B | eB | a | s | o0 | o7 86 00 | oo | oo | o0 [ or [ 2 DE
Figare 23. Matching Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x21 | 0x00 | 0x00 | 0x00 | 0x00 0xDE
Response Packet Example:
Frame Header Data (Len) Header [Checksum Password Command Error Code IChecksum
IChecksum
Fl | 1w [ ez [ 26 | 86 | e8| a8 [ 8a [ oo [ o] s | oo [ oo | oo [ oo | ot [ 21| o0 00] 0000 1B
Figure 24. Matching Response Packet Format Table
5.12. Query Matching Result
Transmit Packet Format (Byte):
Checksum Password CMD1 CMD2 Checksum
0x00 | 0x00 | 0x00 | 0x00 0x01 0x22 0xDD
Transmit Packet Example:
Frame Header Data (Len) Header IChecksum Password ICommand Checksum
Checksum
i | wF | ez | 22 | me [ es [ a8 [ s | o0 [ o7 86 o0 | o [ o0 | oo ol 22 DD

Figure 25. Query Matching Result Transmit Packet Format Table

Response Packet Format (Byte):
Contains three fields: match result, match score, and matched fingerprint ID:

Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte)
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x22 0x00 0x00 | 0x00 | 0x00
Match Result Match Score Matched Checksum
Fingerprint ID

0x00 | 0x01 | 0x27 | 0xOF | 0x00 | 0x03 0xA3

Response Example

Success:
Erame Hezeer Data Frame [Checksum Password  [Command [Error Code Match Result [Match Score[Match ID [Checksum

(Len)  Frece

FL [ 1F [ B2 [ 28 [ 86 [ e a8 80 [ 00 [ 11 7c | oo oo ] oo [ oo o] 22] oo oo] o] o[ oo [ o1] 27 ] or | oo] of 43
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Failure (matching error, possible cause: poor image quality, etc.):

Frame Header Data (Len) [Header Checksum Password [Command |Error Code Match Result [Match Score [Match ID IChecksum
Checksum
Fil oo [ r2] 28 [ s es| as [ sa [ ool 11] 7c Joo oo joo foo | or] 22| oo] o] oo oa] 00 [ 00 [ 00| 00 [ 00 | 00 D3
Failure (system busy or other error):
Frame Header Data Frame Header [Checksum Password Command Error Code IChecksum
(Len) Check
FL iF B2 e e [6B [a8 [3A Joo foB [s2 o oo oo Joo Jo1 p2 o oo oo Joa oo

Figure 26. Query Matching Result Response Packet Format Table

Matching Result Error Codes
No. Error Code Description Suggested Action
1 0x00000000 0K Match successful; view matched ID and score
2 0x00000004 System busy System is executing another command; wait briefly and query again.
3 0x00000005 Result queried without sending the Send the match command first, then query the result.
corresponding request
4 0x00000006 System software error Indicate system software error. Re-match.
5 0x00000007 Hardware error Indicate hardware error. Re-match.
6 0x00000008 No finger press detected, timed out Indicate no finger pressed. Re—match.
7 0x00000009 Fingerprint extraction error, possible cause:| Indicate extraction error, possibly poor image quality. Re-match.
poor image quality
8 0x0000000A Template library is empty Enroll a fingerprint before matching.
9 0x0000000E Captured fingerprint image quality is poor Indicate poor image quality. Pressure may be too heavy/light or finger too moist;
re-match.
10 0x00000010 Capture area too small Indicate small capture area. Pressure too light or incorrect placement; re— Flg
match. ure
11 0x000000FF Other error Re-match. 27
Matching Result Error Code Table
5.13. Fingerprint Matching (Synchronous) :
Transmit Packet Format (Byte):
Checksum Password CMD1 CMD2 Checksum
0x00 | ox00 | 0x00 |  0x00 0x01 0x23 0xDC
Transmit Packet Example:
Data Frame " Checksum
Frame Header (Len) Header Checksum Password Command
Check
| o [ e | o2e | me [ eB | as | s [ o0 | o7 86 00 [ oo [ oo | oo | o1 | 23 DC
Figure 28. Query Matching Result Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte)
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x23 0x00 0x00 | 0x00 | 0x00
Match Result Match Score Matched Checksum
Fingerprint ID
0x00 | 0x01 | 0x27 | 0xOF | 0x00 | 0x03 0xA2
Response Example:
Success:
Frame Header Data Frame |Checksum Password |[Command [Error Code Match Match Match IChecksum
(Len) Header Result Score ID
ICheck
F1 [iF |2 2E B6 6B |a8 [8A Joo [11[7c oo |oo joo oo o1 23 oo Joo Joo joo joo o1 27 [oF oo j03 |a2
Failure (matching error, possible cause: poor image quality, etc.):
Frame Header Data (Len) |Header [Checksum Password |Command [Error Code Match Result [Match Score [Match ID [Checksum
Checks
um
F1 JiF |E2 2 [B6 6B |A8 [8A Joo 11 [7c oo Joo oo Joo Jo1 [23 oo oo foo oA joo o0 oo joo oo oo b2
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5.14. Clear Fingerprint Template :
Transmit Packet Format (Byte):

CL_FLAG is the clear mode flag: 0x01 = clear all fingerprints, 0x02 = clear multiple fingerprints,
0x03 = clear a block of fingerprints, default 0x00 = clear a single fingerprint. ID_H, ID_L are the fingerprint ID to delete

(IDs are assigned starting from 0). Command 0x31 (clear template) must be used together with command 0x32 (query clear result):
Clear All or Single Template — Transmit Packet Format:

Checksum Password (4 Byte) CMD1 CMD2 CL_FLAG ID_H ID_L Checksum
0x00 0x00 | 0x00 | 0x00 0x01 0x31 0x00 0x00 0x01 0xCD
Transmit Packet Example:
Clear All Fingerprints:
Frame Header Data (Len) [Header Checksum Password Command |CL_ FLAG|ID ID Checksum
Checksum | H | L
F1 | 1F | E2 | 2E | B6 | 6B | A8 | 8A 00 0A 83 OO| 00 | 00 | 00 01 31 01 00 01 cC
Clear Single Fingerprint:
Frame Header Data (Len) Header  [Checksum Password Command CL_FLAG |ID_H [ID_L IChecksum
Checksum
Pt | or [ ez | 2 [ me | e | as | sa [ 00 | on | 83 [ oo ] 00 | 00| oo | ot s 00 [oo]| oo |
Clear Multiple Templates — Transmit Packet Format:

COUNT is the number of fingerprints to delete; IDn are the template IDs (assigned from 0).

Checksum Password (4 Byte) CMD1 CMD2 CL_FLAG COUNT _H COUNT L
0x00 0x00 0x00 0x00 0x01 0x31 0x02 0xXX 0xXX
ID1 H ID1 L ID2 H ID2 L | e e IDn H IDn L Checksum
0x00 0x01 0x00 0x02 | e e 0x00 0xXX 0xXX

Transmit Packet Example:
Clear Multiple Fingerprints:
Data Frame CL_ COUNT | COUNT
Frame Header (Len) Heador Checksum Password Command FLAG W N
Check
FL | oar [ ez | o2 | ss | e | a8 | sa | oo ] oE 7 [ oo oo [ oo [ 00| o [ 3 02 00 02
IDI_H [ID1_L [D2_H |D2_L |Checksum

00 01 00 02 C7

Block clear: CL FLAG = 0x03, pass the first and last ID to delete.

Checksum Password (4 Byte) CMD1 CMD2 CL_FLAG FIRST_ID_H [FIRST_ID_L

0x00 0x00 0x00 0x00 0x01 0x31 0x03 00 02

LAST ID_H |LAST ID_L |Checksum

0x00 0x06 0xC3

Transmit Packet Example:
Clear Fingerprint Template (Block Delete) :

Frame Header Data (Len) Header  |Checksum Password Command ICL_FLAG [FIRST_ID_H|FIRST_ID_L

Checksum

P | o | ez [ 26 [ e | e8 | a8 | 80 [ oo [ oc [ 8t | oo [ oo [ oo [oo | o |31 [ o3 00 02

[AST_ID_H  |LAST_ID_L [Checksum
00 06 c3
Figare 28. Clear Tenplate Transmit Packet Format Teble

Response Packet Format (Byte):
Checksum Password (4 Byte) CMD1 CMD2 ICompletion Code (4 Byte) Checksum
0x00 0x00 |OXOO 0x00 0x01 0x31 0x00 0x00 0x00 0x00 OxCE
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Response Packet Example:

Frame Header Data (Len) [Header  |Checksum Password |Command [Error Code Checksum
Checksum
F1 PF Fz PE |Bs |6B Ps |8A 00 |OB 32 00 Po |oo |oo 01 Pl 00 |oo |oo |oo CE

Figuare 29. Clear Tenplate Response Packet Format Table

5.15. Query Clear Result:
Transmit Packet Format (Byte), no data field:

Checksum Password CMD1 CMD2 Checksum
0x00 | o0x00 | 0x00 |  0x00 0x01 0x32 0xCD
Transmit Packet Example:
Frame Header Data (Len) Header |Checksum Password ICommand IChecksum
Checksum
Lo | ez [ e | me [ e | a8 | sa | o0 [ o7 86 0 [ 0o ] oo o0 | 32 ey

Figure 30. Query Clear Result Transmit Packet Format Table

Response Packet Format (Byte):
Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte) Checksum

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x32 | 0x00 | 0x00 | 0x00 | 0x00 | 0xCD

Response Packet Example:

Frame Header Data (Len) |Header IChecksum Password ICommand Error Code Checksum
Checksum
Pt | 1 | p2 [ 28 | Be | e | as | s [ oo [ o8] 82 [ 0o [ 00 | 00 | oo | or [ 32 [ 00 00| 00 00|

Figure 31. Query Clear Result Response Packet Format Table

Deletion Result Error Codes
No. Error Code Description Suggested Action
1 0x00000000 OK Deletion successful
2 0x00000001 Unrecognized command Indicate unrecognized command. Verify the command and resend.
3 0x00000002 Invalid command field length| Indicate invalid command field length. Verify and resend.
4 0x00000003 Invalid command field Indicate invalid command field. Verify and resend.
5 0x00000004 System busy System is executing another command; wait briefly and query again.

Figure 32. Deletion Result Error Code Table
5.16. Query Fingerprint ID Existence :

Transmit Packet Format (Byte):
ID_H, ID_L are the fingerprint ID to query:

Checksum Password (4 Byte) CMD1 CMD2 ID_H ID_L Checksum
0x00 0x00 0x00 0x00 0x01 0x33 0x00 0x01 0xCB
Transmit Packet Example:
Frame Header Data Frame  |Checksum Password ICommand ID_H (ID_L [Checksum
(Len) Header
Check
Fl1 | 1F | E2 | 2E | B6 | 6B | A8 | 8A 00 09 84 00 | 00 | 00 | 00 01 33 00 01 CB

Figure 33. Query Fingerprint ID Existence Transmit Packet Format Table
Response Packet Format (Byte):
On success the completion code is 0x00000000; otherwise the query failed. If the queried fingerprint exists, STATE returns
1, otherwise STATE = 0; ID_H, ID_L in the data are the queried fingerprint ID:
Checksum Password (4 | CMD1 | CMD2 Completion Code (4 STATE | ID H | ID L | Check
Byte) Byte)

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x33 | 0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x00 | 0x01 | OxCA

Response Example :

Exists:
Data Frame STA 1D ID Check
Frame Header Head Checksum Command Error Code
(Len) eader TE _H L sum
Password
Check

FL | tr [ E2 |26 [ 6 [ eB [ a8 [ 8a [ oo [ oz | 7 [ oo oo ] oo oo or |33 o0 oo o0o]oo] or [o00]or] ca
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Does not exist:

. e Data Frame Check @ d m - STA 1D ID | Check
rame Header (Len) Header ecksum omman rror Code R i L s
Password
Check

FiL | 1P [ B2 [ 28 [ B6 [ 6B [ a8 |8 [ oo ] og | 7¢ [ oo] 00 0o 0o o1 [33] 00 o0o]oo]o00] 00 ] 00]or]| cB

Figure 34. Query Fingerprint ID Existence Response Packet Format Table

5.17. Query Template Storage Map:
Transmit Packet Format (Byte):

Checksum Password (4 Byte) CMD1 CMD2 Checksum
0x00 0x00 0x00 0x00 0x01 0x34 0xCB
Transmit Packet Example:
Frame Header Data (Len) Header IChecksum Password Command IChecksum
Checksum
L] [ ez | 2 | e | es | a8 [ sa | o0 | o7 86 00 | oo | oo [ oo [ o1 | m cB

Figure 35. Query Tenplate Storage Map Transmit Packet Format Table
Response Packet Format (Byte):
On success the completion code is 0x00000000; otherwise the query failed. NUM_H, NUM_L are the total number of stored
templates. INFO_0 ~ INFO_63 indicate storage status: fingerprints 0 - 7 correspond to bits 0 - 7 of INFO_0, fingerprints 8 - 15
to bits 0 - 7 of INFO_1, and so on. A bit is set to 1 if the fingerprint exists, otherwise 0.

Checksum Password (4 Byte) ICMD1 ICMD2 Completion Code (4 Byte) NUM_H NUM_L
0x00 0x00 0x00 0x00 0x01 0x34 0x00 0x00 0x00 0x00 0x20 0x00
INFO_0 INFO_1 INFO_2 INFO_63 Checksum
OxFF 0x00 0x00 0x00 chksum

Response Packet Example:

Frame Header Data (Len) Header IChecksum Password ICommand Error Code

Checksum
F1 i 2 e [B6 6B a8 s oo D l4o 00 joo oo oo o1 g4 o oo Joo oo
NUM |[NUM [INFO_O INFO_1 [INFO_2 [ INFO_6 3 [Checksum
| H | L
20 00 01 00 00 00 Ic8

Figure 36. Query Tenplate Storage Map Response Packet Format Table

5.18. Query Finger Presence :
Transmit Packet Format (Byte):

Checksum Password (4 Byte) CMD1 CMD2 Checksum
0x00 0x00 0x00 0x00 0x01 0x35 0xCA
Transmit Packet Example:
Frame Header Data (Len) Header IChecksum Password ICommand IChecksum
Checksum
Fl1 | IF | E2 | 2F | B6 | 6B | A8 | 8A 00 | 07 86 00 | 00 | 00 | 00 01 35 CA

Figure 37. Query Finger Presence Transmit Packet Format Table
Response Packet Format (Byte):

On success the completion code is 0x00000000; otherwise the query failed. If a finger is present, STATE = 1, otherwise STATE = 0:
Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte) ISTATE Check

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x35 | 0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0xC9

Response Example:

Present:
Frame Header Data Frame |Checksum Password Command  [Error Code ISTATE  [Checksum
(Len) Header
Check
Fi | 1r | B2 |2k [ Be [ e8| as [ 8a | oo [oc | 8 [0 [ oo [ oo oo | o35 [oo]oo] o000 | o 9
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Data Frame STATE Checksum
Frame Header Checksum Command Error Code
(Len) Header
Password
Check
F1|1F|E2|2E|36|GB|A8|8A 00|0c 81 00|00|00|00 01 | 35 00|00|00|00 00 CA
Figure 38, Query Finger Presence Response Packet Format Table
5.19. Clear Fingerprint Template (Synchronous):
Transmit Packet Format (Byte):
CL_FLAG is the clear mode flag: 0x01 = clear all fingerprints, 0x02 = clear multiple fingerprints,
0x03 = clear a block of fingerprints, default 0x00 = clear a single fingerprint. ID_H, ID_L are the fingerprint ID to delete
(IDs assigned from 0):
Clear All or Single Template — Transmit Packet Format:
Checksum Password (4 CMD1 CMD2 CL_FLAG ID H ID L | Checksum
Byte)
0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x36 | 0x00 | 0x00 | o0x01 | oxc8
Transmit Packet Example:
Clear All Fingerprints:
Frame Header Data Frame |Checksum Password Command [CL_FLAG [ID_H |[ID_L [Checksum
(Len) Header
Check
Pt | [ ez [ 26 [ B [ 68 [ as | sa | oo [ oa | 83 | oo | oo ] oo oo o1 [3 | o [ oo | o1 o7
Clear Single Fingerprint:
Frame Header Data (Len)  [Header IChecksum Password  [Command  [CL_ FLAG|ID ID IChecksum
Checksum |H [L
F1|1F|E2|2E|BG|GB|A8|8A OO|OA 83 oo|oo|oo|00 01|36 00 00 | o1 8
Clear Multiple Templates — Transmit Packet Format:
COUNT is the number of fingerprints to delete; IDn are the template IDs (assigned from 0).
Checksum Password (4 Byte) CMD1 CMD2 CL_FLAG COUNT_H COUNT_L
0x00 0x00 0x00 0x00 0x01 0x36 0x02 0XXX 0XXX
ID1_H ID1_L ID2_H ID2_L | e IDn_H IDn_L Checksum
0x00 0x01 0x00 0x02 0x00 0xXX 0xXX
Transmit Packet Example:
Clear Multiple Fingerprints:
Frame Header Data (Len) Header Checksum Password Command CL_ LAG [COUNT_H |COUNT_L
Checksum
Fio | 1F | ez [ 28 [ Be [ eB | a8 [ sa | oo | oE 77 ] oo [ oo [ oo ] oo | o1 | 36 02 00 02
ID1_H |IDl_L |IDZ_H |IDZ_L Checksum
[ oo | oo | 00 [ o c2
Block clear: CL_FLAG = 0x03, pass the first and last ID to delete.
Checksum Password (4 Byte) CMD1 CMD2 CL_FLAG FIRST_ID_H FIRST_ID_L
0x00 0x00 0x00 0x00 0x01 0x36 0x03 0x00 0x02
LAST_ID_H  [LAST_ID_L [Checksum
0x00 0x06 0XBE
Transmit Packet Example:
Clear Fingerprint Template (Block Delete):
Frame Header Data (Len) [Header  [Checksum Password ICommand  [CL_ LAG [FIRST_ID_H|FIRST_ID_L
Checksum
F1 JiF [F2 P e B Jas [ga oo Joc a1 o0 jpo oo foo o1 e o3 00 02
LAST_ID_H [LAST_ID_L [Checksum
00 06 BE
Figure 39. Clear Tenplate Transmit Packet Format Teble
Response Packet Format (Byte):
Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte) Checksum
0x00 |0x00 0x00 0x00 0x01 0x36 0x00 0x00 0x00 0x00 0xC9
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Response Packet Example:

Frame Header Data Frame [Checksum Password ICommand  [Error Code Checksum
(Len) Header
Check
F1 | 1F | E2 | 2E | B6 | 6B | A8 | 8A 00 | 0B 82 00 | 00 | 00 | 00 01 | 36 00 | 00 | 00 | 00 c9

Figure 40. Query Clear Result Response Packet Format Table

5. 20. Enrollment Confirmation:
This command is used after successful enroliment to require the user to confirm enrollment success, per industry application
requirements.
Transmit Packet Format (Byte):

Command 0x41 (enrollment confirmation) must be used together with command 0x42 (query confirmation result):
Checksum Password (4 Byte) ICMD1 ICMD2 IChecksum

0x00 Pxoo Pxoo Pxoo 0x01 0x41 OxBE

Transmit Packet Example:

Frame Header Data Frame IChecksum Password ICommand Checksum
(Len) Header
Check
Fl1 1F E2 2E B6 68 A8 8A 00 07 86 00 00 00 00 01 41 BE

Figure 41. Enrollment Confimmation Transmit Packet Format Table
Response Packet Format (Byte):

Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte) Checksum
0x00 Pxoo Pxoo |0xoo 0x01 0x41 0x00 |0xoo |0x00 |0xoo OXBE
Response Packet Example:
Frame Header Data (Len) [Header [Checksum Password [Command [Error Code Checksum
IChecksum
FI | 1F [ E2 [ 28 [ B6 [ e [ a8 [ 8n | oo [ oB | 8 [ oo [ o0 ] oo oo ot [ 41 [ 00] o0 00] o0 BE

Figure 42. Enrollment Confirmation Response Packet Format Table

5.21. Query Enrollment Confirmation Result :
Transmit Packet Format (Byte):

Checksum Password (4 Byte) ICMD1 ICMD2 IChecksum
0x00 Pxoo Pxoo Pxoo 0x01 0x42 0xBD

Transmit Packet Example:

Frame Header Data Frame IChecksum Password Command Checksum
(Len) Header
Check

Fi ] ir | 2 ] 2 | me | eB | a8 | s | 00 | o7 86 00 | oo [ oo [ oo | or [ 42 BD

Figure 43. Query Enrollment Confirmation Transmit Packet Format Table

Response Packet Format (Byte):
Contains three fields: match result, match score, and match ID (reserved):

Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte)
0x00 0x00 lox00 Fxoo 0x01 lox42 0x00 lox00 Fxoo Fxoo
Match Result Match Score ID (Reserved) Checksum
0x00 0x01 ox27 FXOF 0x00 Fxoo 0x86
Response Packet Example:
Frame Header Data Frame [Checksum Password Command Error Code
(Len) Header
ICheck
F1 i 2 e e B a8 e oo i1 Jrc o0 po foo Joo Jor h2 Joo Joo Joo o

Match Result [Match Score |ID(Reserved) [Checksum

00 [ ot [ 27 [ o [ o0 [ 00 86

Figure 44. Query FnrolIment Confimmation Response Packet Format Table
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5.22. Download Template Info :

Transmit Packet Format (Byte):
ID_H, ID_L are the fingerprint ID to download (assigned from 0); INFO is the total data size to download (max 8192 bytes).

Checksum Password (4 Byte) oMbl | cwp2 | IDH | IDL | INFOH | INFO L |Checksum

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x51 0x00 0x00 | 0x07 0xEC 0xBB

Transmit Packet Example:

Frame Header Data (Len) [Header  [|Checksum Password [Command [ID ID INF  INF  [Checksum
IChecksum H L [OH [O_L

FL | 1r | B2 |28 |86 [ e8] a8 | 8a [ oo | o8| 8 ] oo oo oo oo]or]ost T o] o ||
Figure 45. Download Tamplate Info Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte) Checksum

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x51 | 0x00 | 0x00 | 0x00 | 0x00 | OxAE

Response Packet Example:

Frame Header Data (Len) |[Header Checksum Password |[Command [Error Code IChecksum
Checksum
FL | 1F [ B2 [ 28 [ B | B | a8 | sn [ oo [ oB [ 82 [ 0o [ 00 ] 00 ] 00| or [ 51 ] 00| 0o 00 o0 AE

Figure 46. Download Tenplate Info Response Packet Format Table

5.23. Download Template Data :

Transmit Packet Format (Byte):
FRAME is the current frame number (first frame starts at 0). The DATA length is variable, determined by the data length sent by the user
(len-9, max 128 bytes). Download all data specified by INFO.

Checksum Password CMD1 CMD2 | FRAME H | FRAME L | DATA1 | =~ | DATAn |Checksum

0x00 0x00 0x00 0x00 0x01 0x52 0xXX 0xXX 0xXX |~ | OxXX | 0xXX

Transmit Packet Example:

Frame Header Data (Len) [Header  [Checksum Password |[Command [FRAME_H [FRAME_L [DATA1 |.. [DATAn |Checksum
Checksum
FL | F [ E2 |28 [ 86 [ e | a8 | 8 | oo | 89 o4 joojoo [ oo | oo | o1 | 52 | oxxx oxX | oxxx | [ oxxx | oxxx

Figure 47. Download Template Data Transmit Packet Format Table
Response Packet Format (Byte)
Checksum Password (4 Byte) CMD1 CMD2  |Completion Code (4 Byte) Checksum

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x52 | 0x00 | 0x00 | 0x00 | 0x00 | 0xAD

Response Packet Example:

Frame Header Data Frame [Checksum Password Command |Error Code Checksum
(Len) Header
Check

P | 1 [ p2 |28 [ 86 [ 68 | a8 | 8a | oo [ o8 | 82 | oo [ 0o [ oo ] oo | or [ 52] 00 ] 0o ] 00] o0 AD

Figure 48. Download Tamplate Data Response Packet Format Table

5.24. Upload Template Info :
Transmit Packet Format (Byte):

ID H, ID L are the fingerprint ID to upload:
Checksum Password (4 Byte) CMD1 CMD2 ID H ID L Checksum

0x00 0x00 0x00 0x00 0x01 0x53 0x00 0x00 0xAC
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Transmit Packet Example:

Frame Header Data (Len) Header Checksum Password ICommand ID ID Checksum
Checksum | H | L
pt| o | e2 [ 28 [ me | s | as [ s [ oo [ 09 | s+ [ o0 [ 0o | oo | oo | ot [ s | o0 [0 |

Figure 49. Uplcad Template Info Transmit Packet Formt Table
Response Packet Format (Byte):
INFO: uploaded data size:
Checksum Password (4 Byte) CMD1 CMD2 Completion Code (4 Byte) INFO_H INFO_L Checksum

0x00 | 0x00 | 0x00 | 0x00 | 0x01 | 0x53 | 0x00 | 0x00 | 0x00 | 0x00 0x07 0xEC 0xB9

Response Packet Example:

Frame Header Data Frame |Checksum Password [Command [Error Code INFO_H([INFO_L [Checksum
(Len) Header
ICheck
FL | 1r [ ez | 26 [ s [ B [ a8 [ 8 [ oo [ oo | 80 [ oo ] oo ] oo oo o1 |5 |00 oo]o0o]oo] o7 | Ec B9

Figure 50. Upload Template Info Response Packet Format Table

5.25. Upload Template Data :

Transmit Packet Format (Byte):
NUM_H, NUM_L are the upload count or frame number (first frame starts at 0):

Checksum Password (4 Byte) CMD1 CMD2 NUM_H NUM_L Checksum
0x00  |0x00 0x00 0x00 0x01 0x54 0x00 0x00 OxAB
Transmit Packet Example:
Frame Header Data Frame Checksum Password Command NUM_H [NUM_L |Checksum
(Len) Header
ICheck
F1|1F|E2|2E|BG|6B|A8|8A 00 09 84 oo|oo|oo|oo 01 54 00 00 AB

Figure 51. Uplcad Template Data Transmit Packet Formt Table
Response Packet Format (Byte):
The host should accumulate the length of each frame of template data and read exactly the INFO length obtained from command 0x53:

Checksum Password (4 Byte) CMD1 |CMD2 [Completion Code (4 Byte) NUM_H |NUM_L [DATA1 DATA Checks
128 um
0x00 0x00 0x00 rJXOO 0x01 0x54 0x00 0x00 0x00 0x00 0x00 0x00 0XXX 0OXXX OXXX
Response Packet Example:
Data (Len) [Header DATA 128 [Checksum
Frame Header Checksum [Checksum Password [Command [Error Code NUM_H |[NUM_L [DATA1 |..
F1 |1F |E2 |2E |Bs |GB Ps |8A 00 |8D 00 00 |oo |oo |oo 01 F4 00 |oo |00 |oo 00 00 xx ] [xx XX

Figure 52. Upload Template Data Response Packet Format Table

5.26. Set Password Command :

Transmit Packet Format (Byte):
If setting password to 0x12345678, PSWO~PSW3 are 0x12, 0x34, 0x56, 0x78 respectively. Not written to flash; lost on power-down.

Checksum Password CMD1 CMD2 PSWO
0x00 0x00 0x00 0x00 0x02 0x01 0x12
PSW1 PSW2 PSW3 Checksum
0x34 0x56 0x78 0xE9

Transmit Packet Example:
Data Frame PSWO | PSW1| PSW2 | PSW3 [ Checksum
Frame Header (Len) Header Checksum Password Command
Check
F1 | 1F | E2 | 2E | B6 | 6B | A8 | 8A 00 | 0B 82 00 | 00 | 00 | 00 02 | 01 12 34 56 78 E9

Figure 53. Set Password Comend Transmit Packet Format Table
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Response Packet Format (Byte):

Checksum Password CMD1 CMD2

0x12 | 0x34 | 0x56 | 0x78 | Ox02
Response Packet Example:

Completion Code Checksum

0x01 | 0x00 | 0x00 | 0x00 | 0x00 [ 0xE9

Data Frame Checksum
Frame Header (Len) Heador Checksum Password Command Error Code
Check
pto | oor [ ez [ 26 [ B [ e [ as [ sa [ oo ] os | s2 | 12| s [ s | 7 [ o2 o | o0 00| 00| 00| o

Figure 54. Set Password Command Response Packet Format Table
Password set successfully. If the Get Module ID command is sent again, the format is as follows.

Checksum Password CMD1 CMD2 Checksum
ox12 | ox3¢ | oxs6 |  0x78 0x03 0x01 0xE8
Transmit Packet Example:
Frame Header Data (Len) Header Checksum Password Command IChecksum
Checksum
F1 | 1F | E2 | 2 | B6 | 6B | A8 | 8A 00 07 86 12 | 34 | 56 | 78 03 01 E8
Figure 55. Password Set Success Verification Packet Format Table

5.27. Reset Fingerprint Module :

Transmit Packet Format (Byte):

Checksum Password (4 Byte) ICMD1 ICMD2 IChecksum
0x00 Pxoo Pxoo Pxoo

0x02 0x02 OXFC
Transmit Packet Example:

Frame Header Data (Len) Header IChecksum Password Command Checksum
Checksum
F1 | 1F | E2 | 2E | B6 | 6B | A8 | 8A 00 | 07 86 00 | 00 | 00 | 00 02 02 FC

Figure 49. Reset Module Transmit Packet Format Table
Response Packet Format (Byte):

Checksum Password CMD1 CMD2

Completion Code Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x02

0x02 | 0x00 | 0x00 | 0x00 |0x00 | OxFC
Response Packet Example:
Frame Header Data (Len) [Header Checksum Password Command |Error Code Checksum
Checksum
F1|1F|E2|2E|B6|6B|A8|8A 00 | oB 82 00|00|00|00 02 | 02 00|00|00|00 FC
Figure 56. Reset Module Response Packet Format Table
5.28. Get Fingerprint Template Count:
Transmit Packet Format (Byte):
Checksum Password (4 Byte) ICMD1 ICMD2 IChecksum
0x00 |0x00 |0x00 PXOO 0x02 0x03 OXFB
Transmit Packet Example:
Data Frame Checksum
Frame Header Checksum Password Command
(Len) Header
Check
F1|1F|E2|2E|B6|GB|A8|8A 00 07 86 00|00|00|00 02 03 FB
Figure 57. Get Template Count Transmit Packet Format Table

Response Packet Format (Byte):

Returns the number of enrolled templates:
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Checksum Password (4 Byte) CMD1 |[CMD2 [Completion Code (4 Byte) NUM_H |NUM_L [Checksum
0x00 | 0x00 | 0x00 | 0x00 | 0x02 | 0x03 | 0x00 | 0x00 | 0x00 | 0x00 | 0x00 0x04 0xF7
Response Packet Example:
Frame Header Data (Len) [Header [Checksum Password |Command [Error Code NUM [NUM [Checksum
Checksum | H | L
Fro | ar | ez |26 [ me [ e | as [ sa [ oo [ oo | 80 | oo [ oo | 00 [ 00 ] 02 ] 03] 00000000 00| oa F7
Figure 58. Get Tenplate Count Response Packet Format Table
5.29. Get Gain:
Transmit Packet Format (Byte):
Checksum Password CMD1 CMD2 Checksum
0x00 0x00 | 0x00 |  0x00 0x02 0x09 0xF5
Transmit Packet Example:
Data Frame Checksum
Frame Header (Len) Heador Checksum Password Command
Check
F1 | ¥ | E2 | 2E | B6 | 6B | A8 | 8A 00 | 07 86 00 | 00 | 00 | 00 02 | 09 F5
Figure 59. Get Gain Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code
0x00 | 0x00 | 0x00 | 0x00 | 0x02 | 0x09 | 0x00 | 0x00 | 0x00 | 0x00
Shift Gain Px1Ctrl [Checksum
Ox1F 0x00 0x04 0xD2
Response Packet Example:
Frame Header Data (Len) Header Checksum Password Command Error Code
Checksum
FLo | e [ ez | o6 | s [ e [ as | s | o0 [ on T 00] 00 [ oo [ oo [ 02 ] 09 | 00 | 00 [ o0 | 00
Shift Gain Px| Ctrl Checksum
IF 00 04 D2
Figure 60. Get Gain Response Packet Format Table
5.30. Get Matching Threshold:
Transmit Packet Format (Byte):
Checksum Password CMD1 CMD2 Checksum
0x00 | 0x00 |  0x00 0x00 0x02 0x0B 0xF3
Transmit Packet Example:
Frame Header Data (Len) Header [Checksum Password Command IChecksum
IChecksum
F1 | 1P | E2 | 2E | B6 | 6B | A8 | 8A 00 | 07 86 00 | 00 | 00 | 00 02 | 0B F3
Figure 61. Get Matching Threshold Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code
0x00 0x00 0x00 0x00 0x02 0x0B 0x00 0x00 0x00 0x00
Threshold H | Threshold L [Checksum
0x21 0x34 0x9E
Response Packet Example:
Frame Header Data (Len) [Header [Checksum Password |Command |[Error Code IThresh [Thresh [Checksum
IChecksum old_H [old_L
Fl | IF | ) | 2E | B6 | 6B | A8 | 8A | 00 | op 80 oo| oo| 00 | 00 | 02 | oB | 00 | 00 | 00 | 00 | 21 34 9

Figure 62. Get Matching Threshold Response Packet Format Table
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MODE field is 1 byte: 0x00 = normal sleep mode, 0x01 = deep sleep mode
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Checksum Password CMD1 CMD2 MODE Checksum
0x00 0x00 | 0x00 | 0x00 | 0x02 0x0C 0x00 0xF2

Transmit Packet Example:
Normal Sleep:

Frame Header Data (Len) |Header Checksum Password Command MODE  [Checksum

Checksum

F1|1F|E2|2E|BG|GB|A8|SA 00|08 85 00|00|oo|00 02|oc 00 2
Deep Sleep:

Frame Header Data (Len) [Header Checksum Password Command MODE  [Checksum

Checksum
F1|1F|E2|2E|BG|GB|A8|8A 00|08 85|00|00|00|00 02|oc 01 F1
Figure 63. Set Sleep Mode Transmit Packet Fonmt Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 0x00 0x00 0x00 0x02 0x0C 0x00 0x00 0x00 0x00 0xF2
Response Packet Example:
Data Frame Checksum
Frame Header Checksum Password Command Error Code
(Len) Header
Check
F1|1F|E2|2E|BG|6B|A8|8A 00|0B 82 00|00|00|00 02 | oc 00|00|00|00 F2

Figure 64. Set Sleep Mode Response Packet Format Table

Note: In normal sleep mode, the module can be woken by pressing the fingerprint sensor; the UART is unresponsive until wake-up.
In deep sleep mode, an external reset signal is required to wake the module; the UART is unresponsive.

5.32. Set Enrollment Stitch Count:
Transmit Packet Format (Byte):

ENROLL_NUM range (1 - 6):
Checksum Password CMD1 CMD2 ENROLL NUM| Checksum
0x00 | 0x00 | 0x00 | 0x00 0x02 0x0D 0x06 0xEB
Transmit Packet Example:
Frame Header Data (Len) Header [Checksum Password Command ENROLL Checksum
IChecksum | NUM
Fl | IF | E2 | 28 | B6 | 6B | A8 | 8A | 00 | 08 85 00 | 00 | 00 | 00 02 oD 06 EB
Figure 65. Set Enrollment Stitch Count Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 0x00 0x00 0x00 0x02 0x0D 0x00 0x00 0x00 0x00 0xF1
Response Packet Example:
Frame Header Data (Len) |[Header  |Checksum Password Command  [Error Code Checksum
Checksum
F1| IF |E2| 2E| Bs| GB| A8 |8A 00 |OB 82 oo| oo| oo| 00 | 02 | o | 00 | 00 | oo| 00 Fl

5.33. Set LED Control Info:
Transmit Packet Format (Byte):

Figure 66. Set Enrollment Stitch Count Response Packet Format Table
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Checksum Password CMD1 CMD2 Control Mode
0x00 0x00 0x00 0x00 0x02 0xO0F 0x03
LED Color Param 1 Param 2 Param 3 Checksum
0x03 0x64 0x00 0x32 0x53
Parameter Description:
Parameter Control Mode LED Color Param 1 Param 2 Param 3
0: No color control PWM Duty cycle change rate
1: Green Mode Max duty cycle  [Min duty cycle (unit: 1%/s,
0: LED off 2: Red (range: 0 - 100) |(range: 0 - 100) [range: 0 - 100)
1: LED on
Parameter 2: Auto-on when finger touches  [3: Red + Green
Description
3: PWM LED (breathing) 4: Blue Blink LED on duration |LED off duration
4: Blinking LED 5: Red + Blue Mode (unit: 10 ms) (unit: 10 ms) Number of blink cycles
6: Green + Blue
7:Red+Blue+Green

Transmit Example:

LED Off:
Set to breathing mode (red+green on simultaneously, max duty 100, min duty 0, duty change rate 50%/s):
Frame Header Data (Len) [Header [Checksum Password [Command (Control (LED Param 1[Param 2|Param 3|Checksum
IChecksum Mode [Color
Fl1 | 1F | E2 | 2E | B6 | 68 | A8 | 8A 00 | 0C 81 00| 00| 00 | 00 02 | OF 03 03 64 00 32 53
Set to blinking mode (green blink, on 200 ms, off 200 ms, 5 cycles):
Frame Header Data (Len) [Header  [Checksum Password [Command (Control [LED Param 1[Param 2|Param 3|Checksum
IChecksum Mode |[Color
pt | e [ e2 [ 28 | e [ en | as [ sa [ oo [oc| s oo oo ] oo oo o2 or] o4 01 14 14 05 BD

Figure 67. Set IHD Control Info Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum

0x00 0x00 0x00 0x00 0x02 0xO0F 0x00 0x00 0x00 | 0x00 OxEF

Response Packet Example:

Data Frame Checksum
Frame Header Checksum Password Command Error Code
(Len) Header
Check
Fl1 | IF | E2 | 2F | B6 | 6B | A8 | 8A 00 0B 82 00 | 00 | 00 | 00 02 OF 00 | 00 | 00 | 00 EF

Figure 68. Set LED Control Info Response Packet Format Table

5.34. Get System Policy:
Transmit Packet Format (4 Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 0x00 0x00 0x00 0x02 0xFB 0x00 0x00 0x00 | 0x00 0x03

Transmit Packet Example:

e (ilezir e prae Checksum Password Command Checksun
(Len) Header
Check
e | e | o | e | e [ as [ s | o0 | o7 86 00 | o0 [ oo | oo | 02 | s 03

Figure 69. Get System Policy Transmit Formt Table
Response Packet Format (Byte):
Bit0: Internal use. Bit1: Duplicate fingerprint check. Bit2: Self-learning. Bit3: Internal use. Bit4: 360-degree recognition.
Bit5: Internal use. Others reserved.

Checksum Password CMD1 CMD2 Policy0
0x00 0x00 0x00 0x00 0x02 0xFB 0x00
Policyl Policy2 Policy3 Checksum
0x00 0x00 0x16 0xEC
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Response Example: policy 0x00000016 = duplicate check, self-learning, 360-degree

Frame Header Data (Len) [Header  |Checksum Password [Command [Error Code PolicyO |Policy1 |Policy2 |Policy3 [Checksum
Checksum
Pl [ ez 2] 6| e8] as]8a|oo] or| 7 00 0o] oo oo | o2 | #B | oo] o] oo] oo] 00 [ 00 [ 00 [ 16 ED

Figure 70. Get System Policy Response Format Table

5.35. Set System Policy:

Transmit Packet Format (4 Byte):

Bit0: Internal use. Bitl: Duplicate fingerprint check. Bit2: Self-learning. Bit3: Internal use. Bit4: 360-degree recognition.
Bit5: Internal use. Others reserved.

Checksum Password CMD1 CMD2 Policy0
0x00 0x00 0x00 0x00 0x02 0xFC 0x00
Policyl Policy2 Policy3 Checksum
0x00 0x00 0x16 0xEC
Transmit Example: policy 0x00000016 = duplicate check, self-learning, 360-degree
Frame Header Data Frame [Checksum Password Command |Policy0 [Policyl [Policy2 [Policy3 |Checksum
(Len) Header
Check
Fi | 1r [ 2 [ 28 [ Be [ 6B [ as [ s [ oo [ os| s [ oo oo ] oo oo o2 rc ]| 00 [ o0 [ 00 [ 16 EC
Figure 71. Set System Policy Transmit Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 |0xoo |0xoo |0xoo 0x02 OXFC 0x00 |0xoo Pxoo |0xoo 0x02

Response Packet Example:

Frame Header Data Frame |Checksum Password Command  [Error Code Checksum
(Len) Header
Check
Fi | | k2 [ 26 [ s | 68 | as | sa | oo [ o8 | s2 | oo [ oo | oo [ 00 | 02 [ rc [ oo | 00 | 00 | 00 02

Figure 72. Set System Policy Response Format Table

5.36. Get Fingerprint Module ID:
Transmit Packet Format (Byte):

Checksum Password CMD1 CMD2 Checksum
0x00 | 0x00 | 0x00 |  0x00 0x03 0x01 0xFC
Transmit Packet Example:
Frame Header Data (Len) Header  [Checksum Password Command Checksum
IChecksum
Fl | IF | E2 | 28 | B6 | 6B | A8 | 8A 00 | 07 86 00 | 00 | 00 | 00 03 01 FC

Figure 73. Get Module ID Transmit Packet Format Table
Response Packet Format (Byte):
Return field length is 16.

Checksum Password CMD1 CMD2 Completion Code IDO
0x00 0x00 0x00 | 0x00 0x03 0x01 0x00 0x00 0x00 0x00 0x4D
ID1 1D2 1D3 1D4 1D5 1D6 1D7 1D8 1D9 ID10 ID11
0x4C 0x2D | 0x46 | 0x50 0x4D 0x30 0x30 0x31 0x2D 0x30 0x31

ID12 ID13 ID14 ID15 |Checksum
0x2D 0x31 0x30 | 0x31 0x75
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Response Packet Example:

Data Frame
Frame Header Checksum Password Command Error Code 1D0
(Len) Header
Check
P | tr [ ez [ee | B6 [ eB [ a8 [ 8a [ oo | 1 [ 72 | oo | oo [ oo [ 00 |03 | o1 [ 0o ] 0o | 00 00| ap
1D 1D 1D 1D 1D 1D Check
D1 1D2 1D3 1D4 1D5 1D6 107 1D8 1D9
10 11 12 13 14 15 sum
ac | 20 [ 46 [ 50 | 40 [ 30 [ 30 | 3t [ 2o | 30 [ 3t [ [ 3 |30 |3 ]| 75

Figure 74. Get Module ID Response Packet Format Teble

5.37. Heartbeat Command:

Transmit Packet Format (Byte):
Generally used to test communication with the module.

Checksum Password CMD1 CMD2 Checksum

0x00 0x00 0x00 0x00 0x03 0x03 OxFA

Transmit Packet Example:
Frame Header Data (Len) Header  |Checksum Password Command Checksum
IChecksum
Fl | IF | B2 | 2F | B6 | 6B | A8 | 8A 00 07 86 00 | 00 | 00 | 00 03 03 FA
Figure 75. Heartbeat Command Transmit Packet Format Table
Response Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 0x00 0x00 0x00 0x03 0x03 0x00 0x00 0x00 | 0x00 OxFA

Response Packet Example:

Data (Len) |Header Checksum
Frame Header Checksum |Checksum Password ICommand  [Error Code
pto | 1 | k2 [ 26 | e | es | as [ sa [ oo [ os | s2 | ool oo [ 00 | 00 [ 03 | 03 | oo | 00 [ 00 | o0 FA
Figure 76. Heartbeat Comand Response Packet Format Table
5.38. Set Baud Rate:
Transmit Packet Format (4 Byte):
If setting baud rate to 9600, Baud0~Baud3 are 0x00002580
Checksum Password CMD1 CMD2 BaudO
0x00 0x00 0x00 0x00 0x03 0x04 0x00
Baud1 Baud2 Baud3 Checksum
0x00 0x25 0x80 0x54
Transmit Packet Example:
Frame Header Data (Len) |Header  |Checksum Password |[Command [Baud O [Baud 1 [Baud 2 [Baud 3 Checksum
Checksum
FL [ ] ez [ 28 [ b6 [ 8 [ as [ 8| oo o8| s oo oo oofoo] 03] o4 oo | 00 | 25 [ 0 51
Baud rate 115200:
Frame Header Data (Len) [Header Checksum Password|Command [Baud O [Baud 1 [Baud 2 [Baud 3 |Checksum
Checksum
FiL | 1F [ E2 | 28 [B6 [ B | a8 |8 [o0]oB 82 00 oo 00 [ 00 [ 03 [ 04 [ 00 [ o1 2 [ o0 36

Figure 77. Set Baud Rate Transmit Packet Format Table

Response Packet Format (Byte):
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Checksum Password CMD1 CMD2 Completion Code Checksum
0x00 0x00 0x00 0x00 0x03 0x03 0x00 0x00 0x00 | 0x00 0xFA
Response Packet Example:
Frame Header Data Frame [Checksum Password Command Error Code Checksum
(Len) Header
Check
P | or [ k2 [ 26 | e [ e8| s [ sa [ oo [ o | s2 [ oo ] oo [ oo 00| 03] 04 | 00 00 00 [ 00 F9

Figure 78. Set Baud Rate Response Packet Format Table

5.39. Set Communication Password :

Transmit Packet Format (Byte):
If setting password to 0x12345678, PSWO~PSW3 are 0x12, 0x34, 0x56, 0x78 (written to flash)

Re

Checksum Password CMD1 CMD2 PSWO
0x00 0x00 0x00 0x00 0x03 0x05 0x12
PSW1 PSW2 PSW3 Checksum
0x34 0x56 0x78 0xE4
Transmit Packet Example:
Set password to: 0x12345678
Frame Header Data (Len) [Header Checksum Command [PSW O [PSW 1 [PSW 2 [PSW 3 |Checksum
Checksum  |Password
Fi | 1r [ B2 [ 28 [ Bs [ e ] as ] 8 | oo | o8 82 00| oo oof 00 [ 03 [ o5 | 12 | 31 | s | 78 B4
Restore default password 0x00000000:
Frame Header Data (Len) [Header Checksum Password [Command [PSW O [PSW 1 [PSW 2 [PSW 3 [Checksum
Checksum
P | e [ e2 [ 28 [ Bs | e [ a8 | 8a | oo [ oB 82 12] 3a] 56 [ 8 [ 03 o5 | oo [ o0 | 00 | o0 B4
Figare 79. Set Camunication Password Transmit Packet Format Table
sponse Packet Format (Byte):
Checksum Password CMD1 CMD2 Completion Code Checksum
0x12 0x34 0x56 0x78 0x03 0x05 0x00 0x00 0x00 | 0x00 0xE4
Response Packet Example:
Password: 0x12345678
Data Frame Check
Frame Header (Len) Header Checksum Password Command Error Code <
Check
Fl1 |1F| E2| zu| B6| 6B| A8| 8A | 00 |03 82 12 |34 |56 | 78 | 03 | 05 | 00 | 00 | 00 | 00 E4
Password: 0x00000000
Frame Header Data (Len) [Header Checksum Password Command [Error Code Checksum
Checksum
F1| 1F| E2 |zu |B6 |6B |A8| 8A oo| 0B 82 od oo| oo| 00 03| 05 oo| oo| oo| 00 F8
Figure 80. Set Comunication Password Response Packet Format Table
If the Get Module ID command is sent again, the format is as follows.
Checksum Password CMD1 CMD2 Checksum
0x78 | oxs6 | ox3¢ | oxI2 0x03 0x01 0xE8
Transmit Packet Example:
Frame Header Data (Len) Header Checksum Password Command Checksum
Checksum
FLo| ok [ ez [ o2 | oee | e | a8 | s o | o 86 12 | 34 | s6 | w 03 01 E8

Figure 81. Password Set Success Verification Packet Format Table
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6. Appendix

6. 1. Error Code Definition Table:

No. Error Code Description

1 I0x00000000 Completed normally

2 0x00000001 Unrecognized command

3 0x00000002 Invalid command data length

4 0x00000003 Invalid command field data

5 I0x00000004 System busy, cannot execute current command

6 I0x00000005 Result queried without sending the corresponding request
7 I0x00000006 System software error

8 0x00000007 Hardware error

9 0x00000008 No finger press detected, timed out

10 I0x00000009 Fingerprint extraction error

11 I0x0000000A Fingerprint matching error (template library empty)
12 I0x0000000B Fingerprint data storage full

13 I0x0000000C Storage write failed

14 I0x0000000D Storage read failed

15 I0x0000000E Captured fingerprint image quality is poor

16 I0x0000000F Duplicate fingerprint

17 0x00000010 Capture area too small, finger-sensor contact area too small
18 0x00000011 Finger movement too large during capture

19 0x00000012 Finger movement too small during capture

20 0x00000013 Fingerprint ID already in use

21 0x00000014 Module image capture failed

22 0x00000015 Command forcibly interrupted

23 0x00000016 Template data does not need updating

24 0x00000017 Invalid fingerprint ID

25 0x00000018 Gain adjustment failed

26 0x00000019 Data buffer overflow

27 0x0000001A Error returned when capture-related message received while sensor is sleeping
28 0x0000001C Checksum error

29 0x00000022 Flash write failed during enrollment storage

30 0XO00000FF Other error

Figure 82. Error Code Definition Table
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6. 2. Power—on Operation Flow:

As shown below, after power—on the module executes the following flow. The

host should wait approximately 100 ms after power—on or reset for the module to

< Poweron »

Internal processing

complete initialization.

System Reset

!

System state
maintenancc7'

Command
| processing

(ammand inpyt Received command

from Host

Interrupt output Fingers

in place

Figure 83. Power-on Operation Flowchart
Note:

A finger pressing the sensor during initialization does not affect it. After
initialization completes, the module immediately outputs a finger—present interrupt
signal.
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6. 3. Enrollment Flow:

The enrollment flow adds user fingerprint template information for subsequent

verification. The enrollment process is shown below:

User Host FP module

<<create>>
1. Fingerprint registration

Y

\ seq loop Ly
3 2. Enter the registration process

Y

3. Return whether it was successful

4. Finger pressing

i
- 5. Interrupt return j
1]
1
>

! | 6. Query registration results

7. Return the current fingerprint ID
' number and registration percentage !

8. Save fingerprint features

9. Return whether the save was
i successful

>l

0. Prompt the user whether the
registration was successful

Figure 84. FnrolIment Flowchart

The user first initiates enrollment on the host. The host then sends the enter-enroliment command to the module, which responds and enters
enrollment mode. If no query-enrollment-result command is sent within 10 s after entering enrollment, the enter-enrollment command must be
resent. The interval between consecutive query commands must also not exceed 10 s, otherwise the enter-enrollment command must be resent.

Enrollment Flow Description:
(D send enrollment command (0x01 0x11). (Recommendation: REG_IDX starts at 0x01, increments to 0x06.)

®) Query enrollment result (0x01 0x12). If completion code is 0x00000000, the current enrollment step is complete. At this point check whether
PROC has increased — if so, this step succeeded. Then check PROC: if PROC < 100, go to step ®); if PROC >= 100, the entire enrollment flow is
successfully complete and go to step @. If completion code is 0x00000004, the sensor has not finished processing fingerprint data — wait briefly
(recommended 200 ms) and query again. For other errors (e.g., poor image quality, pressure too heavy/light, finger too moist), continue enrolling
and go to step .

©) Query finger presence (0x01 0x35). If completion code is not 0x00000000 or STATE = 1, a query error occurred or the finger is still on the sensor,
prompt the user to lift and re-press, wait (recommended 200 ms), and query again. When completion code is 0x00000000 and STATE =0, go

to step .

@ Save fingerprint (0x01 0x13).

@ Query save result (0x01 0x14). If completion code is 0x00000000, save is complete. If 0x00000004, save is not complete,wait briefly
(recommended 200 ms) and query again. If 0x0000000B, flash storage may be full. Refer to the error code table for specific causes.

Recommendation: enrollment count varies by customer requirement. For uniform shipping, it is recommended to send the set-enroliment-count
command (0x02 0x0D) before each enrollment to set the desired count.
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6.4. Verification Flow:

The verification flow authenticates the user by confirming whether the
fingerprint has been enrolled. The interval between entering matching mode and
querying the result must not exceed 10 s, otherwise the command must be resent.

Verification Flow:

User Host FP module

]
1
<<create>>
1. Press 0 with your fingers

-
[ ————

A 4

]
1
ol

2. Fingerptint in place interrupt =5
i
)
]

i3. Enter the fingerprint matching proces&

S S - R S G W, S WS

8. Return matching results

! 7. Prompt users for matching results
1

[;T_ :

Figure 85. Verification Flowchart
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Verification Flow Description:

Send matching command (0x01 0x21). Prompt the user to press a finger before sending.

Query matching result (0x01 0x22). If completion code is 0x00000000, matching is complete. At this point view the matchresult, match
score, and matched fingerprint ID. If match result is 1, a fingerprint was matched; otherwise no match. If completion code is 0x00000004,

matching is not complete — wait briefly (recommended 200 ms) and query again. For other errors (e.g., poor image quality 0x0000000A,
pressure too heavy/light, finger too moist), re-match and go to step .

6. 5. Deletion Flow:

The deletion flow removes unneeded
fingerprints. Deletion flow:

c
(7))
(¢)
=

Host FP _module

1.Delete fingerprint

1

2. Enter deletion process

3. Return whether it was successful

4.Query and clear results

5.Return the clearing result

6. Prompt the user to clear
[ the results ()

Figure 86. Deletion Flowchart
Deletion Flow Description:

Send clear-template command (0x01 0x31). CL_ALL flag: 0x01 = clear all fingerprints, default 0x00 = clear a single
fingerprint. ID_H, ID_L are the ID to delete. Users can clear all, single, or multiple fingerprints as needed (see the clear-
template transmit examples for formats).Query clear result (0x01 0x32). If completion code is 0x00000000, deletion
succeeded. If 0x00000004, deletion is not complete — wait briefly (recommended 200 ms) and query again. For other

errors (e.g., fingerprint ID does not exist, flash hardware error), refer to the error code table and resend the correct
clear command.
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6. 6. Checksum Function Code Example:

Header checksum = " (frame header + app layer data

length checksum) + 1

Transmit checksum = " (checksum password + command +
data content) + 1

Receive checksum = " (checksum password + response

command + error code + data content) + 1

static USBit FP protocol get checksum(USBit * data, U32Bit length)

{

U32Bit 1 = 0;

S8Bit sum = O;

for(i = 0; i < length;

i++) { sum += datal[i]:

}

return (U8Bit) (("sum)+1):
}

6.7. Reset Function (Single-Supply Module) :
Purpose: wake-up function (reset can wake the module without touching the sensor). Operation: pull the RESET

pin low for 10 ms, then release it high.

6.8. Self-Learning Function:
Self-learning updates a small portion of unenrolled template features after a successful match, thereby improving
match success rate.
Flow Description:
Send matching command (0x01 0x21). Press a finger.
Query matching result (0x01 0x22). If completion code is 000000000 and match result is 0x0001, matching succeeded
go to step (3. Otherwise it failed and no template update is needed.
Update stored template (0x01 0x16). Pass the matched ID.
Query update result (0x01 0x17). Check whether the update succeeded or was unnecessary.
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7. Revision History

Version Revisions Date Modified by
V1.0.1 1. First draft. 2016-01-13 Roy
V1.0.2 1. Modify Command 2016-04-26 Roy
V1.0.3 1.Modify Query Fingerprint ID 2016-04-29 Roy
V1.0.5 Fix bug 2016-05-11 Roy/Jack
V1.0.6 Add Low Power Model 2016-06—-02 Jack/1idong
V1.0.7 optimize 2017-03-20 lidong/Alex
V1.0.8 optimize 2017-07-03 lidong/Alex
V1.0.9 Add Command/optimize 2017-09-01 Alex
V1. 1.0 Add Command 2017-11-27 lidong
Vi. 1.1 Add Command/optimize 2018-01-10 Alex
V1.1.2 Add Command/optimize 2018-03-26 Alex
V1.1.3 optimize 2018-04-25 Alex
V1. 1.5 Add Command/optimize 2018-06-21 Alex
V1. 1.6 Add Command 2018-08-20 Lance
V1.1.7 Add Command 2018-10-08 Lance
V1.1.8 Optimize 2018-11-16 Lance
V1.1.9 Fix bug 2019-12-25 Phager
1.Definitions of hardware interface
V1. 1. 10 removed (please be referred to the 2020-09-11 lidong

module SPEC for them).

2. Layout optimized.
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